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Your smart home

Make sure it’s safe and secure



For comprehensive, practical, expert advice on keeping safe and 
secure online, visit www.getsafeonline.org     #RAFsafeonline

•  For devices for which you need 
a password (as well as your Wi-Fi 
password) to connect, replace factory-
set passwords with secure ones you 
create yourself. This is because a lot 
of default administrator passwords are 
common to every device shipped, and 
potentially insecure. If in doubt, check 
manufacturers’ instructions on how to 
change passwords.

•  Don’t use the same password for 
more than one connected device, 
nor passwords you already use for other 
online accounts.

•  Make sure your Wi-Fi network is 
secure, see our advice page on 
Wireless Networks & Hotspots at 
www.getsafeonline.org

•  Make sure that all your computers 
and mobile devices are fitted with 
updated internet security software/
app, and also that access to these 
devices is protected with a PIN or 
passcode.

•  Check the apps associated with 
your connected devices and install 
updates as soon as prompted. Also, 
regularly check manufacturers’ websites 
for updates, as they can be slow to push 
them out via their apps.

•  Read terms and conditions of use for 
smart devices and apps to be clear on 
how manufacturers can use your data.

•  Make sure you don’t discuss 
anything confidential within listening 
range of a voice assistant or camera: 
this applies to personal and RAF-related 
conversations. If in doubt, unplug, 
disable or turn it off.

•  Consider that buying well-known, 
reputable brands means that more 
care has probably been taken in securing 
the products – and your and your 
family’s security.

Read these practical 
tips to protect your 
connected home, your 
family and the RAF.

Did you know that every device that’s 
connected to your home Wi-Fi not only 
receives, but also transmits data?

That’s not just your computers, smartphones 

and tablets, but smart TVs, intruder alarms, 

security cameras, lighting and locks, voice 

assistants and smart speakers, appliances, 

wireless printers and even your children’s 

toys and baby monitors. The data is 

transmitted to enable the very functionality 

of these devices and help the manufacturers 

to understand your usage to make upgrades 

and sometimes offer you add-on services. 

If your smart devices or network aren’t secure, the data they transmit 

could end up in the wrong hands – including those of cybercriminals 

who could hack into them – or your home network – to snoop on you 

and your family, control your smart devices remotely without your 

knowledge or authorisation, or defraud you out of your money or 

identity … or both.

As RAF personnel, you could even be targeted by one of our country’s 

adversaries for sensitive information. 

We’ve put together some expert tips to help keep your connected home 

safe and secure.

The types of connected devices referred to in this advice are also 

sometimes referred to as ‘The Internet of Things’



www.getsafeonline.org

Get Safe Online

Get Safe Online is the UK’s leading 
source of information and advice on 
online safety and security, for the 
public and small businesses. It is a 
not-for-profit, public/private sector 
partnership backed by a number 
of government departments, law 
enforcement agencies and leading 
organisations in internet security, 
banking and retail.

For more information and expert, 
easy-to-follow, impartial advice on 
safeguarding yourself, your family, 
finances, devices and workplace, 
visit www.getsafeonline.org
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